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"Microsoft XP, Cisco switch Conflict Crashes Network"
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Even as it publicly touts the security features of Windows XP,
Microsoft is quietly scrambling to contain an incompatibility
between its beta-test Windows software and Cisco Systems'
Catalyst 5000 switch that can cause corporate networks to grind to
a halt.

The problem is an incompatibility between the 802.1x security
feature in Windows XP and the Cisco switch, which has crashed at
least one corporate network, sources say. The bug stems from a
problem in the Cisco switch software and Cisco has posted a fix to
it on its web site.

Nevertheless, it's of such great concern to the powers that be in
Redmond, Wash., that the executive office issued an e-mail to all
of Microsoft Consulting Services (MCS) within the past three days
to not plug Windows XP machines into any network without explicit
approval of the client's IT department, say sources familiar with the
matter.

The order follows at least one incident in which Microsoft
inadvertently took down a corporate network.

"MCS plugged a [Windows XP] laptop into a site and took the
entire company down," says one source familiar with the problem.
"MCS has been more than alerted to the problem."

While Windows XP is the catalyst for the crashes, the bug resides
within Cisco Catalyst 5000 family of switches that are more than
two years old, or versions before 6.2.1, sources say.

"If you haven't updated [the switch] recently, you're vulnerable,"
says another source. "Microsoft [Windows XP] is using it for
wireless bridging so it locks up the affected Cisco machine. The
only recourse is to power down the switch and do a cold reboot."

It is not known how many companies have been affected.
However, sometime between March 30 and April 4, the El
Segundo, Calif., office of Xerox suffered a network crash as a
result of the bug, the company confirmed.
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In an e-mail sent out April 4, Xerox instructed all employees to
cease and desist all Windows XP beta installations, says a Xerox
spokeswoman.

It is not an issue with the Windows XP software but rather with the
switch software, and the vendor is aware of it, she says, adding the
duration of the network crash was brief and an isolated incident.
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